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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used
in the IOS Command Reference. The Command Reference describes these conventions as
follows:

Boldface indicates commands and keywords that are entered literally as shown. In actual
configuration examples and output (not general command syntax), boldface indicates
commands that are manually input by the user (such as a show command).

Italic indicates arguments for which you supply actual values.
Vertical bars () separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

This book supports instructors and students in Cisco Networking Academy, an IT skills and
career-building program for learning institutions and individuals worldwide. Cisco Networking
Academy provides a variety of curriculum choices, including the very popular CCNA curricu-
lum. It includes three courses oriented around the topics of Cisco Certified Network Associate
(CCNA) certifications.

Enterprise Networking, Security, and Automation Labs and Study Guide is a supplement to
your classroom and laboratory experience with Cisco Networking Academy. To be successful
on the exam and achieve your CCNA certification, you should do everything in your power

to arm yourself with a variety of tools and training materials to support your learning efforts.
This Labs and Srudy Guide provides just such a collection of tools. Used to its fullest extent,
it will help you gain knowledge as well as practice skills associated with the content area of the
Enterprise Networking, Security, and Automation v7 course. Specifically, this book will help
you work on these main areas:

m  Explain how single-area OSPF operates in both point-to-point and broadcast multiaccess
networks.

m Implement single-area OSPFv2 in both point-to-point and broadcast multiaccess
networks.

m  Explain how vulnerabilities, threats, and exploits can be mitigated to enhance network
security.

m  Explain how ACLs are used as part of a network security policy.

m Implement IPv4 ACLs to filter traffic and secure administrative access.

m  Configure NAT services on the edge router to provide IPv4 address scalability.

m  Explain how WAN access technologies can be used to satisfy business requirements.
m  Explain how VPNs and IPsec secure site-to-site and remote access connectivity.

m  Explain how networking devices implement QoS.

m Implement protocols to manage the network.

m  Explain the characteristics of scalable network architectures.

m  Troubleshoot enterprise networks.

m  Explain the purpose and characteristics of network virtualization.

m  Explain how network automation is enabled through RESTful APIs and configuration
management tools.

Labs and Study Guide similar to this one are also available for the other two courses:
Introduction to Networks Labs and Study Guide and Switching, Routing, and Wireless
Essentials Labs and Srudy Guide.

Who Should Read This Book

This book’s main audience is anyone taking the Enterprise Networking, Security, and Automa-
tion course of the Cisco Networking Academy curriculum. Many Academies use this Labs

and Study Guide as a required tool in the course; other Academies recommend the Labs and
Srudy Guide as an additional resource to prepare for class exams and the CCNA certification.
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The secondary audiences for this book include people taking CCNA-related classes from pro-
fessional training organizations, those in college- and university-level networking courses, and
anyone wanting to gain a detailed understanding of routing. However, the reader should know
that the content of this book tightly aligns with the Cisco Networking Academy course. It may
not be possible to complete some of the “Study Guide” sections and Labs without access to
the online course. Fortunately, you can purchase the Enterprise Networking, Security, and
Automation v7.0 Companion Guide (ISBN: 9780136634324).

Goals and Methods

The most important goal of this book is to help you pass the 200-301 Cisco Certified
Network Associate exam, which is associated with the Cisco Certified Network Associate
(CCNA) certification. Passing the CCNA exam means that you have the knowledge and skills
required to manage a small, enterprise network. You can view the detailed exam topics at
http://learningnetwork.cisco.com. They are divided into six broad categories:

m  Network Fundamentals

m Network Access

m [P Connectivity

m [P Services

m  Security Fundamentals

®  Automation and Programmability

The Enterprise Networking, Security, and Automation v7 course covers introductory material
in the last four bullets. The previous two courses, Introduction to Networks v7 and Switching,
Routing, and Wireless Essentials v7, cover the material in the first two bullets.

Each chapter of this book is divided into a “Study Guide” section followed by a “Labs and
Activities” section. The “Study Guide” section offers exercises that help you learn the con-
cepts, configurations, and troubleshooting skills crucial to your success as a CCNA exam
candidate. Each chapter is slightly different and includes some or all of the following types of
exercises:

m  Vocabulary matching exercises

m  Concept questions exercises

m  Skill-building activities and scenarios
m  Configuration scenarios

m  Packet Tracer exercises

m Troubleshooting scenarios

The “Labs and Activities” sections include all the online course labs and Packet Tracer activity
instructions. If applicable, this section begins with a Command Reference that you will com-
plete to highlight all the commands introduced in the chapter.

Packet Tracer and Companion Website

This book includes the instructions for all the Packet Tracer activities in the online course. You
need to be enrolled in the Enterprise Networking, Security, and Automation Companion Guide
v7 course to access these Packet Tracer files.
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Four Packet Tracer activities have been created exclusively for this book. You can access these
unique Packet Tracer files at this book’s companion website.

To get your copy of Packet Tracer software and the four unique files for this book, please go to
the companion website for instructions. To access this companion website, follow these steps:

Step 1.  Go to www.ciscopress.com/register and log in or create a new account.

Step 2.  Enter the ISBN: 9780136634690.

Step 3.  Answer the challenge question as proof of purchase.

Step4. Click on the Access Bonus Content link in the Registered Products section of your

account page to be taken to the page where your downloadable content is available.

How This Book Is Organized

This book corresponds closely to the Cisco Networking Academy Switching, Routing, and
Wireless Essentials v7 course and is divided into 14 chapters:

Chapter 1, “Single-Area OSPFv2 Concepts”: This chapter reviews single-area OSPFE.
It describes basic OSPF features and characteristics, packet types, and single-area
operation.

Chapter 2, “Single-Area OSPFv2 Configuration”: This chapter reviews how to imple-
ment single-area OSPFv2 networks. It includes router ID configuration, point-to-point
configuration, DR/BDR election, single-area modification, default route propagation, and
verification of single-area OSPFv2 configuration.

Chapter 3, “Network Security Concepts”: This chapter reviews how vulnerabilities,
threats, and exploits can be mitigated to enhance network security. It includes descrip-
tions of the current state of cybersecurity, tools used by threat actors, malware types,
common network attacks, IP vulnerabilities, TCP and UDP vulnerabilities, network best
practices, and cryptography.

Chapter 4, “ACL Concepts”: This chapter reviews how ACLs are used to filter traffic,
how wildcard masks are used, the creation of ACLs, and the difference between standard
and extended IPv4 ACLs.

Chapter 5, “ACLs for IPv4 Configuration”: This chapter reviews how to implement
ACLs. It includes standard IPv4 ACL configuration, ACL modifications using sequence
numbers, applying an ACL to vty lines, and extended IPv4 ACL configuration.

Chapter 6, “NAT for IPv4”: This chapter reviews how to enable NAT services on a
router to provide IPv4 address scalability. It includes descriptions of the purpose and
function of NAT, the different types of NAT, and the advantages and disadvantages of
NAT. Configuration topics include static NAT, dynamic NAT, and PAT. NAT64 is also
briefly discussed.

Chapter 7, “WAN Concepts™: This chapter reviews how WAN access technologies can
be used to satisfy business requirements. It includes descriptions of the purpose of a
WAN, how WANSs operate, traditional WAN connectivity options, modern WAN con-
nectivity options, and internet-based connectivity options.

Chapter 8, “VPN and IPsec Concepts”: This chapter reviews how VPNs and IPsec are
used to secure communications. It includes descriptions of different types of VPNs and
an explanation of how the IPsec framework is used to secure network traffic.
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Chapter 9, “QoS Concepts”: This chapter reviews how network devices use QoS to pri-
oritize network traffic. It includes descriptions of network transmission characteristics,
queuing algorithms, different queueing models, and QoS implementation techniques.

Chapter 10, “Network Management™: This chapter reviews how to use a variety of
protocols and techniques to manage the network, including CDP, LLDP, NTP, SNMP, and
syslog. In addition, this chapter discusses the management of configuration files and
IOS images.

Chapter 11, “Network Design”: This chapter reviews the characteristics of scalable
networks. It includes descriptions of network convergence, considerations for designing
scalable networks, and switch and router hardware.

Chapter 12, “Network Troubleshooting”: This chapter reviews how to troubleshoot
networks. It includes explanations of network documentation, troubleshooting methods,
and troubleshooting tools. This chapter also demonstrates how to troubleshoot symp-
toms and causes of network problems using a layered approach.

Chapter 13, “Network Virtualization”: This chapter reviews the purpose and character-
istics of network virtualization. It includes descriptions of cloud computing, the impor-
tance of virtualization, network device virtualization, software-defined network, and
controllers used in network programming.

Chapter 14, “Network Automation”: This chapter reviews network automation. It
includes descriptions of automation, data formats, APIs, REST, configuration manage-
ment tools, and Cisco DNA Center.






CHAPTER 1

Single-Area OSPFv2 Concepts

The “Study Guide” portion of this chapter uses a variety of exercises to test your knowledge of how
single-area Open Shortest Path First (OSPF) operates in both point-to-point and broadcast multiaccess
networks. There are no labs or Packet Tracer activities for this chapter.

As you work through this chapter, use Chapter 1 in Enterprise Networking, Security, and
Auromation v7 Companion Guide or use the corresponding Module 1 in the Enterprise Networking,
Security, and Automation online curriculum for assistance.
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Study Guide

OSPF Features and Characteristics

In this section, you review basic OSPF features and characteristics.

Components of OSPF

OSPF is a link-state routing protocol that was developed as an alternative for the distance vec-
tor protocol Routing Information Protocol (RIP). OSPF uses the concept of areas. A network
administrator can divide the routing domain into distinct areas that help control routing update
traffic. A link is an interface on a router. Information about the state of a link is known as link-
state information; this information includes the network prefix, prefix length, and cost.

The components of OSPF include

®  Router protocol messages: OSPF routers exchange routing information using five types
of packets. List them.

= Hello packet

m  Database description packet

m Link-state request packet

m Link-state update packet

m Link-state acknowledgment packet

m  Data structures: OSPF messages are used to create and maintain three OSPF databases.
List and briefly describe each of them in a few words.

m  Adjacency database: This creates the neighbor table.

m Link-state database (LSDB): This creates the topology table.

m Forwarding database: This creates the routing table.

m  Algorithm: OSPF route calculations are based on Dijkstra’s shortest-path first (SPF)
algorithm, which accumulates the cost to reach a destination. This algorithm then builds
a tree that is used to calculate the best routes to install in the routing table.

Link-State Operation

OSPF routers use the link-state routing process to reach a state of convergence where the
LSDBs of all routers in the area have the same topology table. List and briefly describe the five
steps in the link-state routing process.

Step 1.  Establish neighbor adjacencies: Routers send Hello packets out all OSPF-enabled
interfaces to attempt to establish a neighbor adjacency with any other OSPF-enabled
routers.

Step 2. Exchange link-state advertisements: Routers exchange link-state advertisements
(LSAs). LSAs contain the state and cost of each directly connected link.

Step 3.  Build the link state: Routers build the topology table (LSDB) based on the received
LSAs.
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Step 4.  Execute the SPF algorithm: Routers execute the SPF algorithm, which creates the
SPF tree.

Step 5. Choose the best route: The best paths to each network are inserted into the routing
table unless there is a route source to the same network with a lower administrative
distance.

Single-Area and Multiarea OSPF
OSPF can be implemented in one of two ways:
m Single-area OSPF: All routers are in one area. Best practice is to use area 0.

m  Multiarea OSPF: OSPF is implemented using multiple areas, in a hierarchical fashion.
All areas must connect to the backbone area (area 0), as shown in Figure 1-1. Routers
interconnecting the areas are referred to as area border routers (ABRs).

Figure 1-1 A Multiarea OSPF Topology
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List and briefly describe three advantages of using multiarea OSPE.

m  Smaller routing tables: With multiarea OSPF, network addresses can be summarized
between areas.

m Reduced link-state update overhead: Designing multiarea OSPF with smaller areas
minimizes processing and memory requirements.

m Reduced frequency of SPF calculations: Multiarea OSPF localize the impact of a
topology change within an area.

OSPFv3

OSPFv3 is the version of OSPF used for exchanging IPv6 prefixes. OSPFv3 has the same
functionality as OSPFv2 but uses IPv6 as the network layer transport, communicating with
OSPFv3 peers and advertising IPv6 routes. OSPFv3 also uses the SPF algorithm as the compu-
tation engine to determine the best paths throughout the routing domain. OSPFv2 and OSPFv3
each have separate adjacency tables, OSPF topology tables, and IP routing tables, as shown in
Figure 1-2.
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Figure 1-2 OSPFv2 and OSPFv3 Data Structures
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Check Your Understanding—OSPF Features
and Characteristics

Check your understanding of OSPF features and characteristics by choosing the BEST answer
to each of the following questions.

1. Which of the following OSPF components is associated with the neighbor table?

Dijkstra’s algorithm
Link-state database
Routing protocol messages

Adjacency database

¢ 2 0 T 9

Forwarding database

2. Which of the following OSPF components is responsible for computing the cost of each
route?

Dijkstra’s algorithm

Link-state database

Routing protocol messages

Adjacency database

2 0 T o

Forwarding database

3. Which of the following OSPF components is associated with the topology table?

Dijkstra’s algorithm
Link-state database
Routing protocol messages

Adjacency database

o 2 0 T 9

Forwarding database
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4. Which of the following OSPF components is associated with the routing table?

Dijkstra’s algorithm
Link-state database
Routing protocol messages

Adjacency database

2 0 T 9

Forwarding database

Answers: 1 D;:2 A;:3B:4E

OSPF Packets

In this section, you review how OSPF packet types are used in single-area OSPE.

Types of OSPF Packets

The following list describes the five different types of OSPF packets. Each packet serves a
specific purpose in the OSPF routing process. Fill in the name for each packet type.

m  Hello: Used to establish and maintain adjacency with other OSPF routers

m  Database Description (DBD): Contains an abbreviated list of the sending router’s
link-state database and is used by receiving routers to check against the local link-state
database

m Link-State Request (LSR): A request for more information about any entry in the DBD

m Link-State Update (LSU): Used to reply to LSRs as well as to announce new information

m Link-State Acknowledgment (LSAck): Confirms receipt of an LSU

Link-State Updates

Receiving an OSPF Hello packet on an interface confirms for a router that there is another
OSPF router on the link. OSPF then begins the process of establishing adjacency with the
neighbor.

Routers initially exchange Type 2 DBD packets. This type of packet is an abbreviated list of
the sending router’s LSDB and is used by receiving routers to check against the local LSDB.

The receiving routers use a Type 3 LSR packet to request more information about an entry in
the DBD.

The Type 4 LSU packet is used to reply to an LSR packet.
Then, a Type 5 LSAck packet is sent to acknowledge receipt of the LSU.
In Table 1-1, indicate which OSPF packet type matches each LSA purpose.
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Table 1-1 Identify OSPF Packet Types

LSA Purpose OSPF Packet Type

Hello DBD LSR LSU LSAck

Discovers neighbors and builds X
adjacencies between them.

>

Data field is empty.

[><

Asks for specific link-state records
from router to router.

[

Sends specifically requested link-state
records.

>

Contains a list of the sending router’s
LSDB.

>

Can contain seven different types of
LSAs.

[><

Checks for database synchronization
between routers.

[

Confirms receipt of a link-state
update packet.

Maintains adjacency with other X
OSPF routers.

Hello Packet

Every OSPF message includes the header, as shown in Figure 1-3. Also shown in the figure are
the fields of the OSPF Hello packet. Fill in the missing field names.

Figure 1-3 OSPF Message Format

Data Link Frame IP Packet OSPF Packet OSPF Packet Type-Specific
Header Header Header Data Hello Packet
Bits 0 _ : ;
[ | I Packet Length
]
OSPF ; =
Packet < F - -
lsadars i Checksum AuType
Authentication
Authentication

OSPF
Hello § F
Packets
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Figure 1-3a OSPF Message Format (answer)

Check Your Understanding—OSPF Packets

Check your understanding of OSPF packets by choosing the BEST answer to each of the
following questions.

1. Which of the following OSPF packets contains an abbreviated list of the LSDB of the
sending router?

Type 1: Hello packet

Type 2: DBD packet

Type 3: LSR packet

Type 4: LSU packet

Type 5: LSAck packet

2 0 T 9

2. Which of the following OSPF packets do routers use to announce new information?

Type 1: Hello packet
Type 2: DBD packet
Type 3: LSR packet
Type 4: LSU packet
Type 5: LSAck packet

¢ 2 0 T 9

3. Which of the following OSPF packets do routers use to request more information?

Type 1: Hello packet
Type 2: DBD packet
Type 3: LSR packet
Type 4: LSU packet
Type 5: LSAck packet

® 2 0 T 9
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4. Which of the following OSPF packets is responsible for establishing and maintaining
adjacency with other OSPF routers?

Type 1: Hello packet

Type 2: DBD packet

Type 3: LSR packet

Type 4: LSU packet

Type 5: LSAck packet

o 2 0 T 9

5. Which of the following OSPF packets is used to confirm receipt of an LSA?

Type 1: Hello packet
Type 2: DBD packet
Type 3: LSR packet
Type 4: LSU packet
Type 5: LSAck packet

2 0 T 9

6. Which of the following is used with a Hello packet to uniquely identify the originating
router?

Hello Interval

Router ID

Designated Router ID

Network Mask

Dead Interval

o 2 0 T 9

Answers: 1 B:2D:3C:4A:5E:6B

OSPF Operation

In this section, you review how single-area OSPF operates.

OSPF Operational States

When an OSPF router is initially connected to a network, it attempts to
s Create adjacencies with neighbors
m  Exchange routing information
m  Calculate the best routes
m Reach convergence

In Figure 1-4, record the five states that occur between the Down state and the Full state.
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Figure 1-4 Transitioning Through the OSPF States
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Figure 1-4a Transitioning Through the OSPF States (answer)
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In Table 1-2, indicate which OSPF state matches each state description.

Table 1-2 Identify the OSPF States

State Description OSPF States

Down Init

Two-Way Ex-Start Exchange

Loading

Full

Routes are pro-
cessed using the
SPF algorithm.

X

A neighbor
responds to a
Hello.

>

>

Hello packets are
received from
neighbors and
contain the send-
ing router ID.

On Ethernet links,
elect a designated
router (DR) and

a backup des-
ignated router
(BDR).

>

No Hello packets
received.

<

Router requests
more information
about a specific
DBD entry.

<

Routers exchange
DBD packets.

<

Routers have
converged.

<

The LSDB and
routing tables are
complete.

<

A new OSPF
router on the link
sends the first
Hello.

<

Exchange of DBD
packets initiated.

>

Negotiation of
the master/slave
relationship and
DBD packet
sequence number.

>
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The Need for a DR

Describe the two challenges regarding OSPF LSA flooding in multiaccess networks.

m  Creation of multiple adjacencies: Creating adjacencies with every router is unnecessary

and undesirable. It would lead to an excessive number of LSAs being exchanged between
routers on the same network.

m  Extensive flooding of LSAs: Link-state routers flood their LSAs any time OSPF
is initialized or when there is a change in the topology. This flooding can become
excessive.

For each multiaccess topology in Figure 1-5, indicate how many adjacencies would be formed
if the DB/BDR process were not part of OSPF operations.

Figure 1-5 Multiaccess Topologies
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Answers: 3 routers: 3(3 — 1) / 2 = 3 adjacencies:; 6 routers: 6(6 — 1)/2 = 15 adjacencies:
9 routers = 9(9 - 1) / 2 = 36 adjacencies: 14 routers = 14(14 — 1) / 2 = 91 adjacencies
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LSA Flooding with a DR
Briefly describe how the designated router (DR) reduces the impact of LSA flooding.

On multiaccess networks, OSPF elects a DR to be the collection and distribution point for
LSAs sent and received. A BDR is also elected in case the DR fails. All other routers become
DROTHERs. A DROTHER is a router that is neither the DR nor the BDR.

Check Your Understanding—OSPF Operation

Check your understanding of OSPF operation by choosing the BEST answer to each of the
following questions.

1. During this OSPF state on multiaccess networks, the routers elect a designated router
(DR) and a backup designated router (BDR).

Down state

Init state

Two-Way state

ExStart state

Exchange state

- 0 2 0 T 9o

Loading state
Full state

@

2. During this OSPF state, routers send each other DBD packets.

Down state
Init state
Two-Way state
ExStart state
Exchange state
Loading state
Full state

@ - 0 2 0 T 9

3. An OSPF router enters this state when it has received from a neighbor a Hello packet that
contains the sending router’s router ID.

Down state

Init state

Two-Way state

ExStart state

Exchange state

Loading state

Full state

Q@ - 0 2 0 T 9
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4. During this OSPF state on point-to-point networks, the routers decide which router

initiates the exchange of DBD packets.

Down state
Init state
Two-Way state
ExStart state

Exchange state

- 0o 2 0 T 9o

Loading state
Full state

@

5. During this OSPF state, routers have converged link-state databases.

Down state
Init state
Two-Way state
ExStart state
Exchange state
Loading state
Full state

@ - 06 2 0 T 9

6. During this OSPF state, no Hello packets are received.

Down state
Init state
Two-Way state
ExStart state
Exchange state
Loading state
Full state

Q@ - 0o 2 0 T 9

7. During this OSPF state, the link-state databases are fully synchronized.

Down state
Init state
Two-Way state
ExStart state

Exchange state

- 0o 2 0 T 9o

Loading state
Full state

@

Answers: 1 C:2E:3B:4D:5G;:6A:7F




